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Why should SiteMinder be important to you? 
 
If you have an intranet or plan to develop one, you will need provide a 
way to use the internet to deliver ubiquitous access to your policies 
and procedures, personnel and employment announcements and 
other "Agency centric" intranet information.  The very best way to do 
this is to leverage NDS and provide your users the ability to login to 
your intranet using their same Novell ID and password. 
 
 
What's involved? 
 
A small piece of software resides on your web server.  It understands 
what pages are part of your intranet site(s) and intercepts url requests 
for them.  These requests are held and a transaction is sent to a 
policy server that handles the authentication through LDAP to the 
NDS tree.  The user is given a login page and asked for an ID and 
password.  Once authenticated, the user's request for the protected 
intranet site / page is then sent back to the agency intranet web 
server. 
 
 
 
Who controls the agent software?   
How is ITS involved? 
 
The agency controls the rules and policies implemented by the agent 
and have administration rights to change it's behavior.  ITS will assist 
you in setting up the agent that communicates with the policy server.  
ITS has no continuing involvement or control. 
 



How does
Siteminder Work?

 1

Login page as
specified in
Siteminder Realm
Dialog is sent to
the client

Login page

Listening Siteminder
agent "intercepts"
request and checks
user's credentials.

Login page is sent to Client

Client requests a protedted page

sent to policy server...

ID and password

Siteminder Policy
Server

(UTSTW07)
(UTSTW03)

credentials (cookie ) set

login successful...

Clie
nt 

is 
se

nt 
to 

pro
tec

ted
 pa

ge

4

 2

 6

5

3



Technical Layout
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How to setup your site so it uses SiteMinder Security. 
 
There are 9 Steps in this process.  Prerequisets You must use IIS, or Netscape web 
servers.  Are you protecting an existing web server that can’t go down?  If so skip to the 
second set of instructions. 
 
1st Set of instructions 
 
Step 1.  Obtain a copy of the Siteminder Agent. 
Step 2.  Install your web server. 
Step 3.  Publish your content to the web server. 
Step 4.  Install your web agent. 
Step 5.  Work with ITS to create the Agent, and Realm configuration. 
Step 6.  Login to Siteminder. 
Step 6.  Setup your rules. 
Step 7.  Setup your policies. 
Step 8.  Setup any responses required and associate them with rules in the policy. 
Step 9.  Enable the Webagent. 
 Netscape:  Edit the Webagent.conf  

IIS:  Use Siteminder agent Util.  
 
 
 
2nd Set of instructions 
 
Step 1.  Obtain a copy of the Siteminder Agent. 
Step 2.  Create a new web server with a new IP address. 
Step 3.  Publish your site to the web server. 
Step 4.  Create an entry in your host file with a test name.  Ie test.state.ut.us 
Step 5.  Install your web agent. 
Step 6.  Work with ITS to create the Agent, and Realm configuration. 
Step 7.  Login to Siteminder. 
Step 8.  Setup your rules. 
Step 9.  Setup your policies. 
Step 10. Setup any responses required and associate them with rules in the policy. 
Step 11.  Enable the Webagent. 
   Netscape:  Edit the Webagent.conf  

  IIS:  Use Siteminder agent Util.  
 
SiteMinder admin URL   http://login2.innerweb.state.ut.us/Siteminder 



 
 
 
 
 
 



A realm is usually defined for resources that reside in a common 
location on your web server Usually you create one realm per 
 Web Server.  All resources in a realm are secured at the same 
Level.  If some information in your web server needs a higher 
Level of security that can be placed in a separate realm.    
ITS will create the realms for you.   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Create Rules that protect the URLs on your web Server 
 
 
 
 
 
 
 
 
       <- Resource is the URL Pattern.  The 
           Wildcard character is * 
 
 
 
 
 
 
 
 
 
 
 
 



Create a Policy that associates Users with Rules 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
 
 
 
Manual Entry is used to enter User,  OU, OrgRoles, or Group objects.  The syntax is: 
Cn=object name,ou=container,ou=container,o=ut   leave off the beginning cn part to 
specify a container object. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 

Responses can be created and associated with rules in a policy 
Responses can return static information or LDAP information. 

If your application is Java,  We have a UserInfo class the will return all 
LDAP information without using a response. 

 


